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Data mining (3)

Efficieny:
* Have cost assigned to each feature:

Level 1 features — computed from the first packet. Cost 1
Level 2 features — can be computed any point during the life of
the connection. Cost 5

Level 3 features — can be computed at the end of the
connection, using only information about the connection (bytes
sent..). Cost 10

Level 4 features — can computed at the end of the connection
and require access to the data. Cost 100

* level 1 cost rules are computed first,
- not enough info? --> level 2...

* (Lee et. al.) reduced the computational cost by 97%
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Program behavior

({[ill{ Forrest et. al.: (1998)

Today: IDS vs.
* end-to-end encryption
* high speed network (real time IDS)

* program misused? --> differs in behavior!

* range of behavior of privileged processes is limited (compared to
behvior of users) and often has a spesific function (qmail)

* capture the use of system call during normal use
- do not consider the source code — just observe
- the program = “a black box”

* similarity with natural immune defence: (Forrest/Hofmeyr)
- protect highly complex system from penetration
- must distinguish “self’ from “nonself”
- immune cell: peptide (= short protein fragment that is universal in the body
- computer system's “peptide” = short sequences of system call

* Related: Tripwire/Aide
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Data mining (4)

Usability/training:
* require large set of data to train
- difficult if many different types of data
- once analyzed, models need to be updated
- difficult to deploy because they need large set of clean data

* detect new attack without the need for labelling data (as either
“clean” or “attack”)

- anomalies are very rare

- anomalies are different from normal elements

- “attack stand out against the background of normal data” --
Lee et. al. always?

“Because anomalous data and normal data are very different
from each other, they do not cluster together.” -- Lee €t. al.
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Program behavior (2)

* Must have a profile:
1. scan traces of system calls generated by a particular process
2. build a database of all uniq sequenses of a given length (k) that
occurred during the trace

* Must have a different database for each program version, configuration,
architecture...

* problems with vfork() --> replace existing process with a new one. Must
be able to switch database.

Eks running program:
open, read, mmap, mmap, open, read, mmap...

unique sequences with window size k = 3:
open, read, mmap
read, mmap, mmap
mmap, mmap, open
mmap, open, read
open, read, mmap

Eks: Sendmail database = 1318 unique sequences of length 10
Lars Strand - Slide 40
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